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University Rule 4-004D: Access Management Rev. 1

I. Purpose and Scope

A. The purpose of this Access Management Rule is to outline the requirgs S for

authorizing, authenticating, terminating, and reaccrediting acces
University's Information Systems and Information Assets, and to O

requirements for password management.

B. This Rule supports section D, titled Access Manag

Utah Information Security Policy 4-004.
[I. Definitions

The definitions provided in Policy 4-004: of Utah Information Security

Policy, apply for purposes of this Rule, incl ing:

A. Account - A login ID in cgmbinati i ssword, PIN, or other

authentication token University Information System,

ny Information Asset which is classified as Restricted or

per the Data Classification and Encryption Rule.

onic Resource - Any resource used for electronic communication,

including but not limited to internet, Email, and social media.


http://regulations.utah.edu/it/4-004.php

The University of Utah Regulations Library

E.

Information Asset - Data or knowledge stored in any electronic manner and
recognized as having value for the purpose of enabling University to perform its

business functions.

Information System - An Application or group of Servers used for the electronic

Restricted Data - Any data types cla

Classification and Encryption Rule.

Sensitive Data - Any datg Ssifi Sensitive per the Data Classification

and Encryption Rule.

Authorization

granting a User access to any University Information System that
creates, maintains, processes, or transmits Confidential data, the University IT

Provisioners will implement the following controls:

1. Confirm that the request for User access has been appropriately authorized.
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2. Confirm that the level of access requested is:
a. Appropriate for the User's job description and job function,
b. Appropriate for the Information System and/or the Information Asset, and

c. Does not compromise segregation of duties

will implement the following controls:
1. Maintain a formal log of Users' ac each Information System.

B. Account Authentication

anagement expeditiously communicate User employment status changes to
the University Provisioners.

2. Upon notification from Human Resources, the Office of Registrar/Admissions,

Research, Academic Affairs, academic and administrative units, and/or
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management that a User changes job roles within the University or terminates
a contract or employment with the University, the University Provisioners
must modify, remove, or disable access to University's Information Systems

as appropriate.

3. To protect University Information Systems, the University's AccQ

Provisioners will deactivate, disable and/or delete security ac

notification of termination as appropriate.

4. Certain events may require that a User's access ri
removed. In these situations, the User's respe.

notified immediately.
D. Account Reaccreditation

1. Periodically, commensurate with d ation requirements and the

unt Provisioners will review User

assessed level of risk, the

stems.

ers will implement the following controls:

gure password strength as appropriate for the level of access and

ification of data contained in the particular Information System.

2. Issue temporary passwords via a secure method to the User in a manner

which forces the User to change the password immediately.

3. Ensure the temporary password issued is unigue to the User.
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4. Ensure that all default vendor passwords have been changed.

5. Ensure that passwords are never hard-coded or stored on Information

Systems in an unprotected form.

When using passwords for University Information Systems, a User:

1. Must keep his/her password confidential.

has been compromised.

4. Must change temporary passwor

C. Guidelines

TBD


https://uofu.box.com/v/Procedures
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D. Forms

E. Other related resource materials

V. References

A. 45 C.F.R. 164: Health Insurance Portability and Accountability Act

Security and Privacy

B. Family Educational Rights and Privacy Act of 1974 ("FE
12329)

C. Federal Information Security Management Act

3541)

D. 1SO 27002:2013, Information Techn i gues - Code of

E.

9=316: Code of Faculty Rights and Responsibilities

11-5, Division A, Title XllI, Subtitle D: Health Information Technology for
Economic and Clinical Health Act (HITECH Act)

M. Omnibus HIPAA Rule: 45 CFR Parts 160 and 164 - Modifications to the HIPAA

Privacy, Security, Enforcement, and Breach Notification Rules Under the


http://www.gpo.gov/fdsys/pkg/CFR-2011-title45-vol1/pdf/CFR-2011-title45-vol1-part164.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.dhs.gov/federal-information-security-management-act-fisma
http://csrc.nist.gov/publications/PubsSPs.html
http://regulations.utah.edu/administration/3-070.php
http://regulations.utah.edu/it/4-001.php
http://regulations.utah.edu/it/4-003.php
http://regulations.utah.edu/human-resources/5-111.php
http://regulations.utah.edu/academics/6-400.php
http://regulations.utah.edu/academics/6-316.php
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hitechact.pdf
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf
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HITECH Act and the Genetic Information Nondiscrimination Act; Other
Modifications to the HIPAA Rules; Final Rule

VI. Contacts

A. The designated contact Officials for this Policy are:

1. Policy Owner (primary contact person for questions and advi€e)
Information Security Officer, 801-213-3397

2. Policy Officer; Chief Information Officer, 801-581-

A 'Policy Officer" will be assigned by thé C pr each University Policy, and
will typically be someone at the ivelevel of the University (i.e., the

VII. History

A. Current version: Revision 1, effective date: April 4, 2016
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Approved by Academic Senate: May 4, 2015

Approved by Board of Trustees: May 12, 2015

Background information for this version






